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1. Purpose and Scope 

 

This Policy defines the fundamental principles and management approach for protecting the 

confidentiality, integrity, availability, and privacy of all information assets owned by or 

processed within the business processes of Türkiye Petrol Rafinerileri A.Ş. (“Tüpraş”) and its 

subsidiaries. 

 

Information security is addressed as a critical element for Tüpraş in terms of corporate 

reputation, operational resilience, business continuity, stakeholder trust, and legal compliance 

through this Policy. 

  

In this context, the objectives are to effectively manage information security risks, enhance 

corporate resilience against cyber threats, and ensure the effective operation of the Information 

Security Management System (ISMS). 

 

This Policy is implemented together with sub-policies, standards, procedures, and instructions 

established within the scope of the ISMS and is maintained in compliance with relevant national 

and international regulations and regulatory requirements. 

 

The provisions of this Policy apply to Tüpraş subsidiaries, employees, and all relevant parties 

processing information on its behalf. 

 

The scope of this Policy includes protecting information assets against all types of internal and 

external threats, ensuring that information is accessible to the extent required by business 

processes, and continuously improving information security processes. 

 

2. Definitions 

 

Tüpraş: Refers to Türkiye Petrol Rafinerileri A.Ş., all subsidiaries directly or indirectly, solely 

or jointly controlled by this company, and joint ventures included in Tüpraş’s consolidated 

financial statements. 

 

Stakeholders: Refers to all relevant parties within the scope of Tüpraş Stakeholder 

Management, including employees, shareholders and investors, business partners, customers, 

suppliers, financial institutions, public institutions and authorities, non-governmental 

organizations, national and international initiatives, labor unions, educational institutions, 

universities and research organizations, the media, as well as affiliates and subsidiaries. 

 

Information Security Management System (ISMS): Refers to a management system that 

includes policies, processes, roles and responsibilities, and control activities for managing 

information security, that operates based on a risk-based approach and aims for continuous 

improvement. 

 

Corporate Information: Refers to all types of information generated, processed, stored, or 

shared by Tüpraş within the scope of its operations, including personal data, financial data, 

trade secrets, operational data, and similar information. 

 

Information Security:  Refers to the entirety of principles, processes, and controls aimed at 

protecting the confidentiality, integrity, availability, and privacy of information assets. 

 



 

Information Security Incident / Event: Refers to all situations that may directly or potentially 

impact the confidentiality, integrity, or availability of information assets, including but not 

limited to suspicious activities, vulnerabilities, unauthorized access, data breaches, and cyber 

incidents. 

 

Information Asset: Refers to all assets including information and the environments in which 

information is processed/transmitted/stored, such as data, documents, applications, systems, 

hardware, software, networks, services, backups, records, physical environments, and similar 

assets. 

 

Confidentiality: Refers to ensuring that information is accessible only to authorized 

individuals. 

 

Integrity: Refers to maintaining the accuracy and completeness of information and ensuring 

that it is not altered without authorization or due to error. 

 

Availability: Refers to ensuring that authorized users can access information and related 

systems when needed. 

 

3. Policy Principles 

 

In order to establish the security principles of corporate information and information assets, 

Tüpraş undertakes to: 

• Protect the confidentiality, integrity, availability, and privacy of all information, 

including personal, operational, and commercial data processed alongside its own 

information assets, 

 

• Treat the effective protection of information assets as a fundamental element of the 

company’s corporate reputation, stakeholder trust, and operational continuity, 

 

• Adopt secure, auditable, and ethically compliant use of emerging digital technologies 

as a corporate principle, 

 

• Ensure compliance with national and international information security regulations and 

requirements, 

 

• Implement emergency action plans to ensure the continuity of primary and supporting 

business operations with minimal disruption in emergency situations, 

 

• Ensure the monitoring of threats and vulnerabilities affecting information security and 

the timely response to such threats, 

 

• Ensure that employees and stakeholders fulfill their reporting obligations in case of 

suspicious activities or security breaches, 

 

• Adopt a risk-based approach across all processes to ensure the continuous assessment, 

management, and improvement of information security risks, 

 



• Conduct necessary training, guidance, and communication activities to enhance 

individual awareness of information security responsibilities among all employees, 

suppliers, and stakeholders, 

 

• Support service providers and business partners in meeting information security 

requirements while effectively managing critical third-party risks, 

 

• Ensure the provision of necessary resources and top management support for the 

implementation, maintenance, and continuous improvement of the ISMS, ensure that 

information security activities are conducted under the supervision of the Board of 

Directors and Senior Management, and ensure that such activities are monitored by the 

Information Security Committee. 

 

 

4. Authority and Responsibilities 

 

Board of Directors and Senior Management 

 

This Information Security Policy is prepared to establish and operate an effective Information 

Security Management System (ISMS) and to define Tüpraş’s information security strategy and 

roadmap; it is approved by the Board of Directors and implementation is monitored. The Policy 

is reviewed at least once per year, taking into account evolving business needs, the threat 

landscape, and the risk profile. 

 

The Board of Directors is ultimately responsible for ensuring that information systems and 

information security are managed in compliance with applicable regulatory requirements, for 

the effectiveness of the control environment, and for the adequacy of the policies, processes, 

and controls established in this context. 

 

Within this context, Senior Management ensures that information security policies and rules 

are communicated to all employees, that decisions are implemented effectively, and that the 

ISMS is continuously improved. Senior Management also ensures the allocation of necessary 

resources to maintain the adequacy of information security measures, ensures the operation of 

risk management processes for identifying and mitigating risks related to information systems, 

and evaluates information security incidents at least once per year. Information systems, 

cybersecurity and information security risks, as well as the activities of the Information Security 

Committee, are periodically reported to the Board of Directors through the Tüpraş Risk 

Committee. 

 

Within the scope of this Policy, subsidiary policies, standards, and supporting processes have 

been established to define implementation principles. Senior Management ensures that the roles 

and responsibilities defined in these documents are clearly specified, that necessary 

assignments are made, that roles and responsibilities are documented in accordance with the 

principle of segregation of duties, and that they are communicated to relevant parties. 

 

Information Security Committee 

 

An Information Security Committee has been established within the Company to ensure the 

effective management of information security. The Information Security Committee operates 



under the oversight of Senior Management, and information security risks, findings, and 

activity outputs addressed within the Committee are periodically reported to the Board of 

Directors through the Tüpraş Risk Management Committee. 

 

The Committee convenes at least twice per year and when necessary to oversee risks, controls, 

incidents, audits, and improvement activities within the scope of information security. 

Information security is addressed as an integral element of Tüpraş’s operational resilience, 

stakeholder trust, data privacy, protection of critical infrastructure, and sustainable business 

continuity. 

 

The Committee’s main responsibilities include monitoring information security strategy and 

objectives, evaluating the risk and control environment, reviewing incidents and audit findings, 

and ensuring the follow-up of improvement activities, as well as regularly assessing information 

security performance and compliance with regulations. 

 

Within the scope of information security governance, duties, authorities, and responsibilities 

are defined in accordance with the principle of segregation of duties and communicated to 

relevant parties. 

 

Within these roles, information security risks are monitored, preventive action plans are 

supported, and regular reporting is provided to Senior Management. 

 

The Committee, established through a governance structure with representation from relevant 

business units, is chaired by Senior Management. 

 

ISMS Responsible 

 

Information security responsibility for the operation, coordination, and reporting of the ISMS 

is defined under Senior Management and positioned in accordance with the principle of 

segregation of duties. The ISMS Responsible carries out the activities of identifying, assessing, 

and monitoring information security risks within the scope of the ISMS; tracking compliance 

with regulations and internal policies; planning, implementing, and monitoring corrective and 

preventive actions for identified risks and findings; and periodically reporting to Senior 

Management. 

 

The ISMS Responsible coordinates the implementation of information security processes and 

controls; ensures the communication of the information security policy to relevant parties and 

follows up on its review at least once per year; and coordinates with relevant teams for the 

monitoring, recording, and management of information security incidents/events. 

 

ISMS Implementation Officer  

 

ISMS Implementation Officers are business unit representatives appointed by the Information 

Security Committee. They are responsible for adapting information security practices to 

business and refinery processes, monitoring their implementation, reporting identified 

deficiencies, and carrying out activities aimed at enhancing employees' information security 

awareness. 

 

 

 



ISMS Internal Audit Team 

 

The ISMS Internal Audit Team consists of individuals who have been qualified as internal 

auditors upon completion of the required training. The Team is responsible for conducting 

audits in accordance with the internal audit program prepared by the ISMS Responsible, 

carrying out reporting activities, and coordinating remediation and follow-up actions related to 

identified non-conformities. 

 

Tüpraş Employees 

 

Tüpraş employees are required to act in accordance with this Policy and the policies, standards, 

and procedures supporting it. Employees acknowledge and commit to complying with 

information security requirements during the onboarding process and participate in training 

provided within the scope of their roles and responsibilities on information security risks and 

current threats. 

 

Third-Party Users 

 

Third-party users agree to act in accordance with this Policy and relevant regulations throughout 

the period they perform services on behalf of Tüpraş. The physical and logical access rights 

granted to them are limited to the scope and duration required by their duties and are 

periodically reviewed. 

 

Third-party users are responsible for protecting the confidentiality, integrity, and availability of 

the information and data they access; they use such data solely within the scope of their 

authorization, avoid unauthorized sharing, copying, or disclosure, and comply with all required 

security measures. 

 

5. Information Security Management Process 

 

Asset Management and Risk Assessment 

 

Information and physical assets are inventoried, monitored throughout their lifecycle, and 

managed in line with business processes and information security requirements. Appropriate 

security controls are implemented by taking into account the scope, level of criticality, and 

potential threats to which the assets may be exposed. Inventories of information assets are 

established to include fundamental attributes and are kept up to date. 

 

Information systems operated within Tüpraş, the services provided through these systems, and 

their relationships with critical business processes are defined, recorded as part of the 

information systems inventory, and regularly updated. 

 

Information assets are classified by taking into account their confidentiality levels, criticality 

for business processes, and legal obligations. Minimum security controls to be applied for each 

asset class are defined through relevant subsidiary policies and standards. 

 

Risks within the scope of the ISMS are identified and analyzed based on assets, processes, and 

services, and evaluated within the framework of defined risk appetite and tolerance levels. 

Appropriate risk treatment methods (mitigation, sharing/transfer, avoidance, and acceptance) 



are determined; selected controls and actions are planned, implemented, monitored, and their 

effectiveness is periodically reviewed.  

 

The information systems risk management process is carried out in an integrated manner with 

enterprise risk management and business continuity processes to enhance the Company’s 

operational resilience and ensure the uninterrupted continuation of critical business processes. 

 

Support and Communication 

 

Within the scope of the ISMS, training, awareness, and communication activities are planned 

and carried out to increase the awareness of employees and relevant parties regarding 

information security risks, obligations, and current threats. 

 

In this context, information on information security requirements, risks, current threats, and 

reporting mechanisms is provided through appropriate methods and at appropriate intervals, 

ensuring the continuity of awareness. 

 

Documents related to the ISMS are managed in accordance with document management 

principles, including creation, review, update, approval, publication, access, and archiving 

processes. 

 

Operation 

 

Information technology resources are planned, monitored, and effectively managed in line with 

business needs and performance and continuity requirements. Capacity and utilization 

requirements of information technology system resources that affect the organization as a whole 

are regularly evaluated, and necessary improvement and planning activities are carried out. 

 

Information Technology Project Development and Maintenance 

 

The Company adopts a secure digital transformation approach by ensuring that security 

principles are incorporated from the outset in the design, development, acquisition, and 

commissioning processes of information systems. 

 

Critical projects related to the commissioning of new information systems, as well as large-

scale development, change, or acquisition processes, are reviewed and approved by Senior 

Management with due consideration of associated risks, and their progress is regularly reported 

to Senior Management. 

 

Changes to information systems in the production environment are carried out within the scope 

of change management processes that include authorization, risk assessment, testing, and 

approval steps. 

 

Performance Evaluation and Improvement 

 

Tüpraş carries out continuous monitoring, evaluation, and improvement activities to enhance 

the resilience of its information systems against cyber threats and strengthens its cybersecurity 

capabilities in alignment with the evolving threat landscape. 

 



Information security performance and the effectiveness of the ISMS are managed in line with 

the Information Security Policy Objectives within the scope of defining and monitoring 

appropriate actions and target management processes. 

 

Internal audit activities are conducted to ensure the continuous compliance, accuracy, and 

effectiveness of the ISMS with applicable regulations, standards, and best practices. Actions 

related to identified non-conformities are addressed within the Management Review Process 

and within the framework of Corrective, Preventive, and Improvement Actions. The 

effectiveness, adequacy, and compliance of information systems processes and controls, as well 

as the outcomes of risk mitigation activities, are regularly monitored, and significant control 

deficiencies and ongoing activities are reported to Senior Management. 

 

Internal audit results related to information systems and information security, significant 

findings, and improvement actions are periodically reported to the Board of Directors. 

 

 

Information Security Incident and Event Management 

 

The Company adopts the principle that information security incidents, suspicious activities, and 

cyber events are reported and recorded without delay, and evaluated within the defined incident 

management process from a corporate risk and impact perspective. 

 

The detection of incidents, response actions, containment of their impact, preservation of 

evidence, and implementation of necessary corrective actions are carried out within the 

framework of established incident management processes. 

 

Audit Trail and Log Management 

 

Audit trails related to critical operations and access on information systems are established, and 

the integrity of these records is maintained, protected against unauthorized access, and retained 

for periods in compliance with applicable regulations, with audit logs centrally monitored, 

anomalous activities analyzed, and necessary actions taken. 

 

Third-Party Services and Third-Party Management 

 

Tüpraş evaluates and manages information security risks arising from outsourced services 

related to information systems. Compliance of third-party service providers with information 

security requirements is ensured through contractual provisions, confidentiality obligations, and 

access controls, with access rights granted to third parties limited to the scope and duration 

required by their duties. 

 

The Company treats information security not merely as an element limited to its own 

information systems, but as a fundamental component of a secure digital ecosystem that 

includes business partners, suppliers, and service providers. 

 

Information Systems Continuity 

 

Tüpraş establishes and implements information systems continuity plans to ensure the 

continuity of information systems supporting critical business processes. Within this scope, 

backup processes, recovery procedures, and alternative system infrastructures are defined. 



Acceptable downtime periods and data loss objectives are determined for critical systems, and 

the effectiveness of continuity plans is regularly tested. The information systems continuity 

approach is carried out in a manner that supports the Company’s long-term operational 

resilience and the sustainability of its business operations. 

 

Legal and Regulatory Compliance Monitoring and Enforcement 

 

Processes for monitoring legal and regulatory requirements within the scope of information 

security, as well as interpreting and implementing applicable legislation, are carried out in 

coordination with the Legal and Compliance functions within the Company. The ISMS is 

operated in compliance with applicable legislation and regulatory requirements. 

 

The Information Security Policy is prepared by taking into account applicable national 

legislation, regulatory authority requirements, international standards, and industry best 

practices. 

 

The Policy is regularly reviewed and updated in line with evolving technology, the threat 

landscape, and regulatory changes. 

 

In case of non-compliance with this Policy, potential consequences are evaluated within the 

framework of applicable legislation, internal regulations, and contractual obligations, and 

necessary sanctions are applied. 

 

 

6. Revision History 

 

This Policy entered into force on 27.07.2020, was updated on 04.11.2024, and was most 

recently approved by the Board of Directors with Resolution No. 19 dated 16.06.2026. The 

Information Technologies and Digital Transformation Group Directorate is responsible for the 

execution of the Policy. 

 

Significant changes to the Policy must be approved by the Tüpraş Board of Directors. 

 
 

Revision Date Description 

- 27.07.2020 Policy Approval 

1 04.11.2024 Policy Revision 

2 16.06.2026 Policy Revision 

 

 


